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MESSAGE FROM

THE OFFICERS

With the proliferation of instantaneous and
personalized services increasingly being delivered
to people in many areas in the private sector,

the public is increasingly expecting the same
approach when receiving government services.
Artificial intelligence (Al) is touted as an effective,
efficient and cost-saving solution to these growing
expectations. However, ethical and legal concerns
are being raised as governments in Canada and
abroad are experimenting with Al technologies in
decision-making under inadequate regulation and,
at times, in a less than transparent manner.

As public service oversight officials upholding
the privacy and fairness rights of citizens, it is
our responsibility to be closely acquainted with
emerging issues that threaten those rights. There
is no timelier an issue that intersects with our
respective mandates as privacy commissioners
and ombudsman, than the increasing use of
artificial intelligence by the governments and
public bodies we oversee.

The digital era has brought swift and significant
change to the delivery of public services. The
benefits of providing the public with increasingly
convenient and timely service has spurred a
range of computer-based platforms, from digital
assistants to automated systems of approval for
a range of services — building permits, inmate
releases, social assistance applications, and

car insurance premiums to name a few. While

this kind of machine-based service delivery was
once narrowly applied in the public sector, the

use of artificial intelligence by the public sector is
gaining a stronger foothold in countries around the
world, including here in Canada. As public bodies
become larger and more complex, the perceived
benefits of efficiency, accessibility and accuracy
of algorithms to make decisions once made by
humans, can be initially challenging to refute.

Fairness and privacy issues resulting from the use
of Al are well documented, with many commercial
facial recognition systems and assessment tools
demonstrating bias and augmenting the ability

to use personal information in ways that infringe
privacy interests. Similar privacy and fairness
issues are raised by the use of Al in government.
People often have no choice but to interact with
government and the decisions of government can
have serious, long-lasting impacts on our lives.

A failure to consider how Al technologies create
tension with the fairness and privacy obligations
of democratic institutions poses risks for the public
and undermines trust in government.

In examining examples of how these algorithms
have been used in practice, this report
demonstrates that there are serious legal and
ethical concerns for public sector administrators.
Key privacy concerns relate to the lack of
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transparency of closed proprietary systems that
prove challenging to review, test and monitor.
Current privacy laws do not contemplate the
use of Al and as such lack obligations for key
imperatives around the collection and use

of personal information in machine-based
systems. From a fairness perspective, the use
of Al in the public sector challenges key pillars
of administrative fairness. For example, how
algorithmic decisions are made, explained,
reviewed or appealed, and how bias is prevented
all present challenging questions.

As the application of Al in public administration
continues to gain momentum, the intent of

this report is to provide both important context
regarding the challenges Al presents in public
sector decision-making, as well as practical
recommendations that aim to set consistent
parameters for transparency, accountability,
legality and procedural fairness for Al’s use by
public bodies. The critically important values of
privacy protection and administrative fairness
cannot be left behind as the field of Al continues
to evolve and these principles must be more
expressly articulated in legislation, policy and
applicable procedural applications moving forward.

This joint report urges governments to respect
and fulfill fairness and privacy principles in their
adoption of Al technologies. It builds on extensive
literature on public sector Al by providing concrete,
technology-sensitive, implementable guidance on
building fairness and privacy into public sector Al.
The report also recommends capacity-building,
co-operation and public engagement initiatives
government should undertake to promote the
public’s trust and buy-in of Al.

This report pinpoints the persistent challenges
with Al that merit attention from a fairness and
privacy perspective; identifies where existing
regulatory measures and instruments for
administrative fairness and privacy protection in
the age of Al fall short and where they need to be
enhanced; and sets out detailed, implementable
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guidance on incorporating administrative fairness
and privacy principles across the various stages
of the Al lifecycle, from inception and design, to
testing, implementation and mainstreaming.

The final chapter contains our recommendations
for the development of a framework to facilitate the
responsible use of Al systems by governments.
Our recommendations include:

B The need for public authorities to make a
public commitment to guiding principles for
the use of Al that incorporate transparency,
accountability, legality, procedural fairness
and the protection of privacy. These principles
should apply to all existing and new programs
or activities, be included in any tendering
documents by public authorities for third-party
contracts or Al systems delivered by service
providers, and be used to assess legacy
projects so they are brought into compliance
within a reasonable timeframe.

B The need for public authorities to notify an
individual when an Al system is used to make
a decision about them and describe to the
individual in a way that is understandable
how that system operates.

B Government promote capacity building,
co-operation, and public engagement on Al.
This should be carried out through public
education initiatives, building subject-matter
knowledge and expertise on Al across
government ministries, developing capacity
to support knowledge sharing and expertise
between government and Al developers and
vendors, and establishing or growing the
capacity to develop open-source, high-quality
data sets for training and testing Automated
Decision Systems (ADS).

B Requiring all public authorities to complete and
submit an Artificial Intelligence Fairness and
Privacy Impact Assessment (AIFPIA) for all
existing and future Al programs for review by
the relevant oversight body.



B Special rules or restrictions for the use of highly
sensitive information by Al.

It is the responsibility of the public sector to adopt
such emerging technologies only where these
fundamental values are protected rather than
abdicate responsibility by leaving such matters

to the developers and owners of the technology.
This report aims to bring attention to the fact

that the question of Al is not just a question for
computer scientists but a question for the whole of
society. Policymakers, regulators, and technology

Sincerely,

AN T e

Jay Chalke
Ombudsperson

Province of British Columbia Commissioner

Province of British Columbia

Michael McEvoy
Information and Privacy
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developers all have important roles to play in
ensuring that Al in government is consistent with
good governance and the public interest. Fair
government processes, decisions, services, and
respect for privacy are non-negotiable aspects of
this good governance package.

We look forward to careful consideration of this
guidance by public bodies and will continue to
actively monitor developments in this emerging
field.

TRy —

Diane McLeod-McKay
Ombudsman and Information
and Privacy Commissioner
Yukon Territory
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INTRODUCTION

Al and public governance envelopes and automatically route letters.* Today,
Al in government is increasingly public-facing.

Virtual assistants are available 24/7 to help people
navigate government processes and to access
services, while natural language processing
technologies can produce answers to questions
directed at Parliamentarians.®

Artificial intelligence (Al) has increasingly been
used over the last ten years, and the use of Al

is projected to be more widespread in the next
fifteen. Global spending on Al was 12.4 billion
USD in 2019 and is expected to reach 232 billion
USD by 2025." As part of Canada’s national Al
strategy, the federal government has invested 355
million CAD to develop synergies between retail,
manufacturing, infrastructure, and information
and communications technology sectors to build
intelligent supply chains through Al and robotics.?

With the proliferation of digital applications and
platforms across the economy, people expect
more responsive and tailored services when they
interact with their government. Peter Tyndall,
former President of the International Ombudsman
Institute and the Ombudsman of the Republic of
Ireland, argued that one of the biggest challenges
facing independent oversight offices and core
government alike is the expectation of speedy
results and high levels of interactivity with external
clients: “They expect to interact with public
services as they do with Amazon or Facebook,

to communicate as they do on WhatsApp."®

While interest and investment in Al have soared
in the last decade, the use of Al in government
is not new. There has been a long-standing
trend of using automated processes ‘behind

the scenes’ to support faster and more efficient
public service delivery.® Since the late 1990s,
the U.S. Postal Service has been using machine
vision methods to recognize the handwriting on

Khube Mag: KPMG'’s Innovation Publication, “Intelligent automation edition” (April 2019) at 8.

“Supercluster invests in Al's economic potential for Canadians” Government of Canada (14 January 2020) online:
<https://www.canada.ca/en/innovation-science-economic-development/news/2020/01/supercluster-invests-in-ais-
economic-potential-for-canadians.html>; “CIFAR Pan-Canadian Artificial Intelligence Strategy” C/IFAR online:
<https://www.cifar.ca/ai/pan-canadian-artificial-intelligence-strategy>.

Hila Mehr Hila, “Artificial Intelligence for Citizen Services and Government” Harvard Kennedy School (2017) online
(pdf): <https://ash.harvard.edu/files/ash/files/artificial_intelligence_for_citizen_services.pdf>.

4 Ibid at 5.

Jessica Mulholland, “Artificial Intelligence Will Help Create a More Responsive Government” Government Technology
(Jan/Feb 2017) online: <https://www.govtech.com/opinion/Artificial-Intelligence-Will-Help-Create-a-More-Responsive-
Government.html>; Charlene Chin, “Japan trials Al for parliament use” Govinsider (7 December 2016) online:
<https://govinsider.asia/innovation/japan-trials-ai-for-parliament-use/>.

Sindic de Greuges de Catalunya and |OI-Europe, “Al & Human Rights: Ombudsmanship challenges, roles and tools
(March 2-3, 2020) [available at: <https://www.youtube.com/watch?v=_dnPWUwR1eM> at 52:00-54:00 mins].
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Al is being touted as the solution to these
growing expectations. However, ethical and legal
concerns are now being raised as governments

in Canada and abroad are experimenting with

Al technologies in high-stakes decision-making
without regulation and, at times, in a covert
manner.” The fairness and privacy issues resulting
from the use of Al are well documented, with
many commercial facial recognition systems

and assessment tools demonstrating bias and
augmenting the ability to use personal information
in ways that infringe privacy interests.®

Similar privacy and fairness issues are brought

on by the use of Al in government. People have
no choice but to interact with government and the
decisions of government can have serious, long-
lasting impacts on our lives. A failure to consider
how Al technologies create tension with the
functions and obligations of democratic institutions
poses risks for the public and undermines trust

in government. This should bring our attention

to the fact that the question of Al is not just a
question for computer scientists but a question

for the whole of society. Policymakers, regulators,
and technology developers all have important
roles to play in ensuring that Al in government is
consistent with good governance and the public
interest. Fair government processes, decisions,
services, and respect for privacy are non-
negotiable parts of the good governance package.

8

Introduction

This report provides government officials and
technology developers with detailed guidance
on incorporating fairness and privacy obligations
into the design, implementation, testing, use and
mainstreaming of Al.

Defining Al

There is no single definition of Al. One common
feature among authoritative definitions is that they
describe Al in terms of its capacity, functions, and
goals. Professors David Poole, Alan Mackworth
and Randy Goebel define Al as “any device that
perceives its environment and takes actions that
maximize its chance of successfully achieving

its goals.” This definition is often invoked in
academic literature because it is broad enough

to accommodate an ongoing discussion on the
growing functions and uses of Al.'"° Professor John
McCarthy, who coined the term Al, defined it as
“the science and engineering of making intelligent
machines.”"" Popular media articles on Al tend

to subscribe to McCarthy’s definition, framing

Al in terms of the development of machines that
can perform tasks normally requiring (human)
intelligence, such as visual perception, speech
recognition, language translation and decision-
making. In the field of Al, “intelligence” is generally
defined as the capacity to respond to opportunities
and challenges in context.' “Artificial” implies that
the device, intelligent machine, or rational agent
has a human originator.'

[

In 2019, Reuters reported that Amazon’s Al-powered recruiting tools penalized resumes with the word “women’s” (e.g.,

“women’s chess club captain”) and it downgraded graduates of two all-women'’s colleges. See Jeffrey Dastin, “Amazon
Scraps Secret Al Recruiting Tool that Showed Bias against Women” Reuters (10 October 2018) online: <https://www.
reuters.com/article/us-amazon-com-jobs-automation-insight/amazon-scraps-secret-ai-recruiting-tool-that-showed-
bias-against-women-idUSKCN1MKO08G>). For an excellent overview of race-based bias in technology, see Ruha
Benjamin, Race After Technology: Abolitionist Tools for the New Jim Code (Medford, MA: Polity, 2019).

David Poole, Alan Mackworth & Randy Goebel, Computational Intelligence: A Logical Approach (New York: OUP 1998).
One question being vigorously debated is whether the field of Al aims at building systems that think or act like humans,

or systems that think or act rationally. See Stuart Russell & Peter Norvig, Artificial Intelligence: A Modern Approach
3rd edition (Saddle River, NJ: Prentice Hall, 2009); see also John Haugeland, Artificial Intelligence: The Very Idea
(Cambridge, MA: MIT Press, 1985); Patrick H. Winston, Artificial Intelligence, (Reading, MA: Addison-Wesley, 1992).

stanford.edu/jmc/whatisai.pdf> at 2.

John McCarthy, “What is Artificial Intelligence?” Stanford University (12 November 2007) online: <http://www-formal.

12" Stuart Russell & Eric Wefald, Do the Right Thing: Studies in Limited Rationality (Cambridge, MA: MIT Press, 1991).

This phrasing accounts for the fact that Al could theoretically create itself or other Al. The use of the term human

originator makes it clear that at some point in the Al lifecycle, there was human creation or intervention.
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Introduction

The advantage of these ‘goal-oriented’ definitions
of Al is that they align well with existing definitions
that are tailored to the goals and functions of
government. The Government of Canada’s
“Directive on Automated Decision Making” frames
Al as “automated decision systems” (ADS): “any
technology that either assists or replaces the
judgment of human decision-makers.” This broad
definition is meant to cover the administrative
decisions of government.

For this report, we will borrow the concept of

ADS to zero in on Al technologies deployed in
administrative decision-making, where there is the
potential to have a significant and adverse impact
on individuals.™

Al and social responsibility

Al is human-made. Human interaction occurs at
every level of the Al lifecycle. Professor Joanna
Bryson observes that even Al that is trained
using highly automated techniques has still gone
through a number of important human decision
points, including the choice of algorithm and
training and test data sets; the determination of
the point at which Al is considered adequately
trained; who will be subject to Al implementation

and mainstreaming, and under what conditions;
and whether testing will continue after
implementation.' Therefore, we don’t abdicate
human responsibility when we are working with or
being assisted by technology that can automate
processes or operate autonomously.'® Al systems
“must be understood as composites of nonhuman
actors woven together with human actors

such as designers, data-creators, maintainers,
and operators into complex sociotechnical
assemblages.”'” The mere fact that Al ‘learns’ and
makes decisions autonomously does not displace
human responsibility in designing Al, putting it into
motion, and allowing it to continue to operate in
public settings.

The regulatory challenge

Regulatory intervention is necessary. The
regulatory challenge is deciding how to adapt

or modernize existing regulatory instruments to
account for the new and emerging challenges
brought on by government’s use of Al. The
increasing automation of government decision-
making undermines the applicability or utility of
existing regulations or common law rules that
would otherwise apply to and sufficiently address
those decisions.

We use the term “ADS” to refer specifically to automated decision systems as defined by the Treasury Board of

Canada’s Directive on Automated Decision Making. The terms “Al systems” and “Al technologies and/or techniques”

are used to refer to the application of Al more broadly.

Joanna Bryson, “The Artificial Intelligence of the Ethics of Artificial Intelligence: An Introductory Overview for Law and

Regulation” in Markus D. Dubber, Frank Pasquale & Sunit Das, eds, The Oxford Handbook of Ethics of Al (OUP: 2020)

at 6.
8 1bid.

Mike Ananny, “Towards an Ethics of Algorithms” Science, Technology & Human Values 41:1 (2015): 93-117; Nicholas

Diakopoulos, “Transparency” in Markus D. Dubber, Frank Pasquale & Sunit Das, eds, The Oxford Handbook of Ethics

of Al (OUP: 2020) at 198.
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CHAPTER [: HISTORY

Development of Al in two waves

Al has developed in an ebb and flow pattern
marked by two waves. This is due in part to the
fact that the development and success of Al
depend on big advances in computing power. It
is also driven by the fact that we are generating
data at an unprecedented speed: “[o]ur world is
undergoing an information Big Bang, in which
the universe of data doubles every two years
and quintillions of bytes of data are generated
every day.”"® Al systems and techniques are
becoming more and more adept at processing
and maintaining extremely large and growing data
sets, understanding data at a minute scale, and
‘learning’ from repeated exposure to example
data. Al's ability to efficiently and effectively
capture, store, organize and analyze troves of
data has helped spur or at least accelerate the
field of big data. At the same time, big data is
critical for training and testing Al systems to
perform classification and prediction tasks or
make decisions.

AND CORE CONGEPTS

Tracing the development of Al is important for
pinpointing persisting issues with the technology
that merit our attention from fairness and privacy
perspectives. This approach also helps us
understand the nature and scope of such issues:

m is the issue inherent to a specific type or
iteration of an Al technology or technique, or
a more ‘global’ issue with Al?

B |s there a solution on the horizon?

This line of questioning will help us identify
issues worth focusing on in our analysis and
recommendations.

The first wave (1960s-90s)

The first wave of Al (1960s-90s) is characterized
by technologies and techniques that enable
reasoning over narrowly-defined problems. First
wave systems are based on clear and logical
rules. The developer creates a rules-based
algorithm — a series of mathematical instructions
for transforming informational input into an output
— that is applied to a defined knowledge base,
and a logical conclusion is derived based on the
algorithm’s instructions.®

'8 In 2020 alone, an estimated 59 zettabytes of data will be “created, captured, copied, and consumed,” enough to
fill about a trillion 64-gigabyte hard drives. See “IDC’s Global DataSphere Forecast Shows Continued Steady
Growth in the Creation and Consumption of Data” IDC (08 May 2020) online: <https://www.idc.com/getdoc.
jsp?containerld=pruS46286020>; see also Cameron F. Kerry, “Protecting privacy in an Al-driven world” Brookings
(10 February 2020) online: <https://www.brookings.edu/research/protecting-privacy-in-an-ai-driven-world/>.

" These systems are also known as knowledge-based systems or expert systems.

Getting Ahead of the Curve


https://www.idc.com/getdoc.jsp?containerId=prUS46286020
https://www.idc.com/getdoc.jsp?containerId=prUS46286020
https://www.brookings.edu/research/protecting-privacy-in-an-ai-driven-world/

Chapter 1: History and Core Concepts

The BC Civil Resolution Tribunal’s Solutions
Explorer is a good example of a government
application of first wave Al. The Civil Resolution
Tribunal — the first online dispute resolution
system in the world to be fully integrated into
the justice system — uses simple logical rules to
provide guided pathways to give people tailored
legal information and tools via its Solution
Explorer platform.2°

However, given that first wave systems can only
apply their knowledge base as the rules-based
algorithm instructs, they are limited in their ability
to handle ‘novel’ situations.

The second wave (2000s to
present)

The second wave of Al (2000s to present) is
characterized by machine learning (ML) algorithms
that are developed and optimized “through
statistical analysis of large datasets of historical
examples.”?" Instead of programming Al systems
to follow precise rules, second wave systems
powered by ML ‘learn’ through the continual
adjustment of its programming parameters to
optimize their performance at various prediction,
classification and decision-making tasks.??

These abilities allow second wave systems to
conduct real-time, dynamic tasks such as speech
and text recognition and transcription, facial
recognition, and even piloting autonomous vehicles
and drones. This is a significant improvement in
capabilities over first wave systems, which are
unable to execute tasks beyond the set rules and
knowledge base that govern their operation. That

20

said, there are serious unresolved issues that exist
in second wave Al.

Second wave systems can perform statistical
evaluations that are blind to the context-sensitive
nature of natural language, signifiers, symbols,

or memes. One well-known example of this is the
controversy surrounding Microsoft’'s Al chatbot
called Tay.?® Tay was created to learn from
teenagers through plain language conversations.
Users started pranking Tay, telling the chatbot
that 9/11 was an ‘inside’ job, that immigrants are
the bane of America, among other disinformation.
Tay then began disseminating this disinformation,
spreading conspiracy theories and offensive views
on Twitter. Microsoft shut down Tay 16 hours after
it was launched. This example illustrates that the
quality of the example data that a second wave
system is trained on (or exposed to) determines
what the system deems statistically significant.
An ML model running on an accurate or unbiased
algorithm that is being fed skewed data can
produce a biased result.

Another significant issue with second wave
systems is that they have difficulty with mapping
the steps an ML algorithm took to transform
informational input into a final outcome. Deep
learning (DL), a subset of machine learning, is
underpinned by a deep artificial neural network
(ANN) modelled after the human brain. An ANN
is made up of:

m artificial neurons that receive input;

B hidden layers consisting of mathematical
equations to transform input; and

See Shannon Salter, “Online Dispute Resolution and Justice System Integration: British Columbia’s Civil Resolution

Tribunal” (2017) 34 Windsor Y B Access Just 112; see also Darin Thompson, “Creating New Pathways to Justice Using
Simple Artificial Intelligence and Online Dispute Resolution” (2015) 2:1 Intl J Online Dispute Resolution.

21

David Spiegelhalter, The Art of Statistics: Learning from Data (Pelican, 2019) at 144; see also Simon Deakin &

Christopher Markou, “From Rule of Law to Legal Singularity” in Simon Deakin & Christopher Markou, eds, Is Law
Computable? Critical Perspectives on Law + Artificial Intelligence (Hart 2020) at 2 and 35-36.

22 Ipjd.
23

news/technology-35890188>.
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m artificial synapses that connect artificial neurons
together by transferring the output of one
neuron to act as the input of other neurons.?*

An input is supplied to the first layer of neurons,
which transforms it and feeds the output as

an input to the next layer of neurons through
synapses. Each layer of neurons repeats this
process until the final output is generated.?®
Learning through a ‘deeply-layered’ ANN model
refers to ‘learning’ through a model characterized
by several layers of neurons that divide the
network into several cascading stages of
calculation.?®

Fully mapping the process of DL can require
mapping out a cascading chain reaction among
thousands of artificial neurons involved in

the generated outcome. For this reason, DL
engenders the issue of interpretability,?” which
makes it difficult for people to observe and
measure causal relationships within an Al system
to assess how the system generates an outcome.
For example, Google’s AlphaGo, which conducts
DL through deep ANN, could be said to lack
interpretability because its programmers could
not determine how it produced the strategies for
the ancient game of Go that defeated the human
grandmaster in 2016.28

Moreover, training and testing ML systems such
as DL is a very data-intensive undertaking.
Depending on the nature and complexity of the
task at hand, the complexity of the model, the

Chapter 1: History and Core Concepts

level of performance sought, and the quality of
the data available, it can take enormous amounts
of data to produce valid models or yield even
small optimizations to their performance.?® This
raises potential issues regarding purposeful and
limited data collection, which we will examine in
Chapter 3.

This report focuses on the current second wave
statistical systems that are being deployed to
assist or supplement government decision-
making. Known issues with second wave systems
(e.g., opacity and bias) can have serious and
negative impacts on the ability to interpret and
review government decisions. This is of particular
concern for independent government oversight
offices tasked with reviewing the fairness or
legality of decisions made by government bodies.
But it also poses significant risks to the public.
For example, bias in automated decision systems
(ADS) can produce uneven outcomes for people
who most often interact with government (e.g.,
welfare recipients, detainees, etc.) and algorithmic
opacity makes it more difficult to appeal an ADS
decision in an informed manner.

This report is equally focused on the privacy
risks associated with the need for vast amounts
of data to develop and even achieve incremental
improvements to ML and DL models.

In this next chapter, we will examine these issues in
greater depth through well-documented use cases.

24 Simon Deakin & Christopher Markou, “Ex Machina Lex: Exploring the Limits of Legal Computability” (2019) at 7-12
[available online: <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3407856>].

25 Ipid.

26 Ipid.
27

In the context of Al, interpretability is generally understood as the degree to which a causal relationship within an Al

system can be observed and measured to inform decisions or predictions about that system. See Diogo V. Carvalho,
Eduardo M. Periera & Jaime S. Cardozo, “Machine Learning Interpretability: A Survey on Methods and Metrics” (2019)

8:8 Electronics at 5-7.
28

David Silver et al, “AlphaZero: Shedding new light on the grand games of chess, shogi and Go” DeepMind online:

<https://deepmind.com/blog/alphazero-shedding-new-light-grand-games-chess-shogi-and-go/>.

29

Theophano Mitsa, “How Do You Know You Have Enough Training Data?” Towards Data Science (22 April 2019) online:

<https://towardsdatascience.com/how-do-you-know-you-have-enough-training-data-ad9b1fd679ee>; see also Malay
Haldar, “How much training data do you need? Medium (28 November 2015) online: <https://medium.com/@malay.
haldar/how-much-training-data-do-you-need-da8ec091e956>.
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CHAPTER 2: THE

This chapter examines three case studies to
demonstrate how Al can undermine procedures
and outcomes as they relate to fairness and
privacy rights. These case studies cover the
use of risk assessment instruments in criminal
sentencing, biometrics and Al, and social credit
systems.

Opacity and algorithmic bias in
risk assessment instruments

The use of risk assessment instruments (RAI) has
been employed for decades in many aspects of
criminal justice decision-making. RAl are used in
at least 44 countries by police, probation officers,
and psychologists to assess the risk of criminal
reoffending.®® These decades-old tools have been
rebranded as Al and are increasingly being used
to inform judges concerning probation, sentencing
and parole decisions.

30

DANGERS OF Al IN
PUBLIC GOVERNANCE

A 2016 Wisconsin Supreme Court decision,
Loomis v Wisconsin, disputed the trial court’s use
of a closed-source RAI, called COMPAS, in the
sentencing of Eric Loomis — who pleaded guilty
to eluding police and driving a stolen vehicle.?’
Developed by Equivant (formerly Northpointe),
COMPAS - or the Correctional Offender
Management Profiling for Alternative Sanctions

— purports to predict the likelihood of an offender
reoffending. It works through a proprietary,
closed-source algorithm that analyzes answers
to a 137-item questionnaire.®2 Loomis alleged that
the trial court’s use of COMPAS in his sentencing
infringed on his right to an individualized
sentence.®® Moreover, he argued that the closed-
source, protected nature of COMPAS’s algorithm
prevented him from challenging the system’s
decision criteria with respect to their scientific
validity and accuracy.3

Jay P. Singh et al, “International perspectives on the practical application of violence risk assessment: A global survey

of 44 countries” (2014) 13:3 International Journal of Forensic Mental Health.

31

Mitch Smith, “In Wisconsin, a Backlash Against Using Data to Foretell Defendants’ Futures” The New York Times

(22 June 2016) online: <https://www.nytimes.com/2016/06/23/us/backlash-in-wisconsin-against-using-data-to-foretell-
defendants-futures.html>; Brief of Defendant-Appellant at 1-3, State v Loomis, No. 2015AP157-CR (Wis. Ct. App.

Sept. 17, 2015), 2015 WL 1724741, at ™iii—2.

32 Ed Yong “A Popular Algorithm Is No Better at Predicting Crimes Than Random People” The Atlantic (17 January 2018)
online: <https://www.theatlantic.com/technology/archive/2018/01/equivant-compas-algorithm/550646/>.

33 | oomis, 881 N.W.2d at 756-7.
34 Ibid.
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The decision went on appeal before the Wisconsin
Supreme Court. The Supreme Court found

that Loomis could have verified the accuracy

of the information used in sentencing because
COMPAS uses only publicly available data and
data provided by the defendant.®> Regarding

the question of individualized sentencing, the
Court found that while COMPAS provides only
aggregate data on the likelihood of recidivism for
groups similar to the offender, the Court’s decision
was still sufficiently individualized as the Court
had the discretion and information needed to
properly weight the assessments and deviate from
them where appropriate.3®

The methodology used by COMPAS to produce
the assessment was disclosed to neither the Court
nor Loomis. Loomis could have made inferences
about the factors COMPAS considered based

on the questionnaire and public information
COMPAS captures. But given that COMPAS

uses a proprietary, closed-source algorithm

that is protected by trade secret and was kept
secret in this trial, Loomis had no way to know
exactly which factors were considered and how
they were weighed by the RAI in arriving at his
risk assessment. Similarly, the Court lacked the
information it needed to tailor their considerations
of COMPAS'’s assessment if it could not scrutinize
the series of steps that COMPAS took to arrive at
Loomis’s assessment.

In an interview with The New York Times,
Northpoint general manager Jeffrey Harmon
explained that the company’s algorithms will

35 Ibid at 761-2.

36 Ipid at 764-5.
37

remain proprietary because they are a core part
of its business. Harmon also downplayed the
importance of algorithmic transparency: “It’s not
about looking at the algorithms. It's about looking
at the outcomes.” This is highly problematic from
a fairness standpoint. Disregard for the quality of
the decision-making process is antithetical to fair
administrative decision-making as it is a serious
challenge to one’s ability to understand and
evaluate government action. It is not possible to
reconstruct how an RAI came to the assessment
that it did without the ability to evaluate the
information, steps and strategy that underpin the
decision. Interpretability — the degree to which a
causal relationship within an Al system can be
measured and inform predictions made about
that system — and explainability — the degree to
which the internal processes of an Al system or
the methods or techniques used in the application
of that system can be described in human terms
— is critical for evaluating the overall fairness of an
automated decision system (ADS).%®

The Supreme Court’s decision in Loomis v
Wisconsin also did not consider an ongoing
debate regarding the accuracy of COMPAS and
other RAI. A 2018 study of COMPAS by Julia
Dressel and Hany Farid in Science Advances
raises doubt about the efficacy of the RAI,
showing that COMPAS is no better at predicting
an offender’s risk of reoffending than a random
layperson recruited from the internet (67 percent
accuracy rate).®® Moreover, Dressel and Farid
were able to create an algorithm that could predict

Mitch Smith, “In Wisconsin, a Blacklash Against Using Data to Foretell Defendants’ Futures” The New York Times (22

June 2016) online: <https://www.nytimes.com/2016/06/23/us/backlash-in-wisconsin-against-using-data-to-foretell-

defendants-futures.htmi>.
38

Diogo V. Carvalho, Eduardo M. Periera & Jaime S. Cardozo, “Machine Learning Interpretability: A Survey on

Methods and Metrics” (2019) 8:8 Electronics at 5-7; Leilani H. Gilpin et al, “Explaining Explanations: An Overview of
Interpretability of Machine Learning” Computer Science and Al Laboratory (MIT, 2019).

39

Julia Dressel and Hany Farid's study judged COMPAS to have a 67 percent accuracy rate for predicting the risk of

recidivism. See Ed Yong “A Popular Algorithm Is No Better At Predicting Crimes Than Random People” The Atlantic
(17 January 2018) online: <https://www.theatlantic.com/technology/archive/2018/01/equivant-compas-
algorithm/550646/>; see also Julia Dressel & Hany Farid, “The accuracy, fairness, and limits of predicting recidivism”

(2018) 4:1 Science Advances.
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recidivism just as accurately as COMPAS by
using just two data points — the subject’s age,
and their number of previous convictions.*® Other
researchers have arrived at similar results.*’
Dressel and Farid’s algorithmic reconstructions
show the apparent lack of computational
sophistication behind COMPAS’s assessment:

if a person is young and has a number of prior
convictions, they would be judged by COMPAS
as a high risk for reoffending.

Dressel and Farid argue that the issue isn’t that
COMPAS is unsophisticated per se, but that it
has likely reached a peak in sophistication for
RAI with this outcome of interest.*> When Dressel
and Farid designed more complex algorithms that
employed more data points, they still weren’t able
to improve on their initial model that used just age
and prior convictions.*® This suggests that, at this
time, algorithmic modelling lacks predictive power
when it comes to predicting an individual’s risk of
reoffending. Their research is a warning that we
should take care not to deploy Al systems that
lack sufficient predictive or explanatory power,
especially in high-stakes decision-making.

Biometrics and privacy

As will become clear below, Al-driven use of
biometric data by government has recently
garnered significant public attention and criticism.
The sensitive nature of this kind of personal
information raises significant privacy concerns.

40 1bid.
41

The Office of the Information and Privacy
Commissioner for British Columbia (OIPC

BC) defines biometrics as “the technology of
measuring, analyzing and processing the digital
representations of unique biological data and
behavioral traits such as fingerprints, eye retinas,
irises, voice and facial patterns, gaits, body
odours and hand geometry.™* More colloquially,
biometrics refers to the measurement of life.

Facial recognition technology

Facial recognition technology (FRT) is a form
of biometrics that can identify or authenticate
individuals by comparing their facial features
against a database of known faces to find a
match. The process can be broken down into
three steps. First, the computer finds facial
features in a digital image, video frame or
other representation. It then creates a numeric
representation of the face based on the relative
position, size, and shape of identified facial
features. Finally, this numeric “map” of the face
in the image is compared to a database of
identified faces, for example, a driver’s licence
database.*® Below we examine two use-cases
of FRT to illustrate the privacy challenges with
the technology.

The first case is Clearview Al, an American
technology company that developed and provided
app-based FRT software to law enforcement
agencies. Canadian police forces, including

the Royal Canadian Mounted Police (RCMP),

A paper by Elaine Angelino et al in the Journal of Machine Learning Research found that simple, transparent, and more

interpretable algorithms such as a linear regression algorithm based on a person’s age, sex, and prior convictions could
predict recidivism just as accurately as COMPAS. See Elaine Angelino et al, “Learning Certifiably Optimal Rule Lists for
Categorical Data” (2018) 18: 234 Journal of Machine Learning Research.

42 Ed Yong “A Popular Algorithm Is No Better at Predicting Crimes Than Random People” The Atlantic (17 January 2018)
online: <https://www.theatlantic.com/technology/archive/2018/01/equivant-compas-algorithm/550646/>.

43 Ipid.
44

Office of the Information and Privacy Commissioner for British Columbia, “Investigation into the Use of Facial

Recognition Technology by the Insurance Corporation of British Columbia” (2011 BCIPC No. 5) Report F12-01
[available at: <https://www.oipc.bc.cal/investigation-reports/1245>], citing Btihaj Ajana, “Recombinant Identities:
Biometrics and Narrative Bioethics” (2010) 7 Bioethical Inquiry at 238.

45 Office of the Privacy Commissioner of Canada, Automated Facial Recognition: In the Public and Private Sectors

(Gatineau: 2013).
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have used Clearview’s product. Clearview Al’s
application uses a database of over 3 billion
images scraped from the internet. The application
automatically collects images of people’s faces
from employment sites, news sites, and social
networks including Facebook, YouTube, Twitter,
Instagram and Venmo, without authorization from
these platforms.*® An artificial neural network
(ANN) uses biometrics to analyze facial features
from digital images or videos that are scraped
from these sites. Clearview Al's software identifies
key facial features (e.g., the distance between
your eyes) to develop a mathematical formula
that is a person’s facial signature. This signature
is then compared to a database of identified
faces to find a match. A joint investigation

by the privacy commissioners of Canada,
Alberta, British Columbia and Quebec found

that Clearview Al’s collection was done without
the consent of individuals and, even if consent
had been obtained, was not reasonable in the
circumstances.*

An earlier use-case of FRT is the Insurance
Corporation of British Columbia’s (ICBC) use of its
FRT database of driver’s licence photos to assist
law enforcement agencies in identifying individuals
suspected of crimes. Most notably, ICBC offered to
use its FRT database to assist the Vancouver Police
Department in identifying suspects in the 2011
Stanley Cup riots. An OIPC BC investigation on

this issue found that ICBC'’s stated use of FRT — to
combat driver’s licence fraud — did not allow ICBC

to use that database for a collateral purpose of law
enforcement without a warrant or court order.*®

As these use-cases illustrate, the improper
collection and use of biometric data raises
significant privacy concerns for citizens. It is

also worth noting that the very nature of the

way biometrics operates presents a threat to
individual privacy. The unique identifier being
used in biometrics is a person’s body. Avoiding
identification and surveillance will become more
difficult as visual surveillance technologies
performing remote biometric identification become
more pervasive and invasive.*® The ability to
choose what one shares about oneself helps us
to define the boundaries of what we share with
others, even in public settings. The Supreme
Court of Canada in R v Jarvis (2019) recognized
that people have a reasonable expectation of
privacy, even in public spaces; people do not lose
this expectation simply by walking out their front
door.%° For example, one reasonably expects to
be recorded in a bank but does not expect to have
their biometrics read upon touching the handle of
the bank’s entrance door. Similarly, FRT operates
in public settings in ways that may undermine our
reasonable expectation of privacy.>' The standard
terms of service that mediate digital consent are
absent. We are often not made aware that we are
being observed or recorded, how and why we

are being observed or recorded, what biometric
data or other information is being collected in the
process and how it is being used.

46 Kashmir Hill, “The Secretive Company That Might End Privacy as We Know It” The New York Times (18 January 2020)
online: <https://www.nytimes.com/2020/01/18/technology/clearview-privacy-facial-recognition.html>.

47

Office of the Information and Privacy Commissioner for British Columbia, “Joint investigation of Clearview Al, Inc.”

[available online: <https://www.oipc.bc.cal/investigation-reports/3505>]. <https://www.priv.gc.ca/en/opc-actions-and-

decisions/ar_index/202021/sr_rcmp/>
48

Office of the Information and Privacy Commissioner for British Columbia, “Investigation into the Use of Facial

Recognition Technology by the Insurance Corporation of British Columbia” (2011 BCIPC No. 5) Report F12-01

49

50

51

[available at: <https://www.oipc.bc.cal/investigation-reports/1245>].

Privacy International, “Visual Surveillance Technology” online: <https://privacyinternational.org/learn/visual-
surveillance-technology#:~:text=Surveillance%20cameras%20and%20facial%20recognition,spaces%20and%20t0%20
identify%20people>.

R v Jarvis [2019] 1 SCR 488 at para 40. In R v Jarvis, at para 27, the Supreme Court of Canada eschews an “unduly
narrow, location-based understanding of privacy.”

Office of the Privacy Commissioner of Canada, “Cadillac Fairview collected 5 million shoppers’ images: Customers not
aware that their sensitive biometrics information was gathered” (29 October 2020) [available online: <https://www.priv.
gc.calen/opc-news/news-and-announcements/2020/nr-c_201029/>].
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Another challenge with biometrics is function
creep. This occurs when a process or system
intended for one purpose is subsequently used
for a new or originally unintended purpose. In

the context of personal information (PI), function
creep refers to a change in use that is done
without the knowledge or consent of the individual
the information is about.52 Both the ICBC and
Clearview Al examples above illustrate how PI
collected or disclosed for a particular purpose
(driver licence fraud prevention and social

media posts, respectively) is then repurposed

for something entirely different without legal
authority. Other biometric information that is
already being collected and used by both public
and private actors (e.g., heart rate data, MRI
scans, blood type, DNA sequencing, etc.) is at risk
of function creep as public and private databases
can become linked and more biometric data

is consolidated and more readily available for
various uses.%®

The aggregation of Al
technologies and China’s
social credit systems

We have covered the dangers of using Al
technologies and techniques to predict certain
outcomes of interest (the likelihood of recidivism),

52

inform high-stakes decision-making (criminal
sentencing) and facilitate law enforcement
activities (policing) in the justice system. The use
of Al in these areas has generated a significant
amount of public attention and criticism.>* Another
area of concern is the move away from Al usage
that is limited in scope, towards a pan-society
aggregation of Al. This move is characterized by
the increasingly widespread use and aggregation
of Al in the public and private domains to
improve the collection and consolidation of data,
insights, and other advantages across different
platforms. Technology giants can acquire early-
stage competitors at will. Through commercial
acquisition, these giants can obtain new Al
technologies and techniques, big data sets

and business insights that further bolster their
monopoly-like positions.5® This allows them to
interact with a broader market through a wider
range of digital platforms and services, and by
doing so, gain insight into consumer behaviour.
Notable examples include Google and Amazon’s
ability to pool data from a range of internet-
connected devices, such as smart glasses,
wireless cameras, and voice-controlled smart
speakers, by acquiring the companies that make
them.5¢ Similarly, Al has made data collection,
analysis and sharing across government entities
more efficient and ubiquitous, chipping away

Office of the Information and Privacy Commissioner for British Columbia, “Investigation into the Use of Facial

53

54

55

56

57

Recognition Technology by the Insurance Corporation of British Columbia” (2011 BCIPC No. 5) Report F12-01 at

para 44 [available at: <https://www.oipc.bc.ca/investigation-reports/1245>].

While clear legal authority for such linking of private sector and public sector databases is not apparent in Canada, this
has been proposed in other jurisdictions such as China, as described below. We worry that the temptation to link private
and public sector databases will likely only increase in the future given the potential advantages of doing so.

See Julia Angwin et al, “Machine Bias” Propublica (May 23, 2016) online: <https://perma.cc/ZWX5-6BZP>; see also
“Police can’t use ICBC facial recognition to track rioters” CBC (16 February 2012) online: <https://www.cbc.ca/news/
canadal/british-columbia/police-can-t-use-icbc-facial-recognition-to-track-rioters-1.1207398>; finally see Karen Hao,
“Al is sending people to jail — and getting it wrong” MIT Technology Review (21 January 2019) online: <https://www.
technologyreview.com/2019/01/21/137783/algorithms-criminal-justice-ai/>.

United States Subcommittee on Antitrust, Commercial and Administrative Law of the Committee on the Judiciary,
“Investigation of Competition in Digital Markets” (2020) [available at <https://judiciary.house.gov/uploadedfiles/
competition_in_digital_markets.pdf>].

Darrell Etherington, “Google acquires smart glasses company North, whose Focals 2.0 won't ship” TechCrunch

(30 June 2020) online: <https://techcrunch.com/2020/06/30/google-acquires-smart-gla